iPhone/iPad - Switching to the AMC Company Portal
BYOD Enrollment

Do you already have your phone enrolled at West or Sparrow to access M365 resources?

e Yes - Continue on with the Removing Your Current Company Portal Profile topic.
e No - Skip to the Enrolling Your Device in the AMC Company Portal topic.

Removing Your Current Company Portal Profile

Before adding your phone to the AMC Company Portal to access M365 resources, you need to first
remove the configuration profile from West or Sparrow.

1. Goto the Settings app on your phone.

2. Select General

Settings

? Bluetooth
. Cellular

. Personal Hotspot

. Battery
@ ven

General

m Accessibility

ﬂ Y Action Button

3. Scroll down and select VPN & Device Management

< General

Background App Refresh
M Date & Time
'!‘ Dictionary

Fonts

Keyboard

@ Language & Region

S TV Provider

VPN & Device Management

B Lcual &Regulatory



4. Locate the profile with your organization name here (this example shows Michigan Medicine) then

tap the screen to select it
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5. Select Remove Management
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6. Follow any prompts to complete the removal of the profile. You should see that the device is no
longer managed.

Once complete, you are ready to enroll in the AMC Company Portal.



Enrolling Your Device in the AMC Company Portal

1. Ifyou don’t already have Intune Company Portal installed, scan the QR code with your phone to
download it from the app store.

i

Do you have stolen device protection enabled?

If so, it may force a 1-hour waiting period before you can enroll your phone. You do not need to
disable it before starting this process, as disabling it will also prompt a 1-hour waiting period.

If you experience this, know that it is expected behavior and nothing is broken.

2. Signinto Company Portal using your new @uofmhealth.org email or @umhsparrow.org login.
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https://support.apple.com/en-us/120340

3. Enter your @uofmhealth.org email or @umhsparrow.org login, then tap Next.
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4. Enteryour password, then tab Sign In.

MICHIGAN MEDICINE

< unigname@med.umich.edu

Enter password
Password =

By your use of these resources, you agree
to abide by "Responsible Use of Information
Resources" (spg.umich.edu/policy/601.07),
in addition to all relevant state and federal
laws. Only store and work with sensitive
university data as permitted
(safecomputing.umich.edu/dataguide).

Terms of use  Privacy & cookies




5. Tab Ok.

Michigan Medicine

Get notified so you don't
lose access

"

We'll send important notifications to your
device when action is needed so you can keep
accessing work resources.

You can turn this off later in app settings.

Michigan Medicine

Get notified so you don't
lose access

{

de  “Comp Portal” Would Like to 2p
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.
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7. Tab Begin.

Michigan Medicine

Set up Michigan
Medicine access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.
(D Review privacy information
|
@ Download management profile
|
@ Install management profile
|

(@ Checking device settings

Learn more
Begin
Postpone

8. Tap Continue.

Device management and
your privacy

Here is what Michigan Medicine can and
cannot see or do on your device. Data
collected will only be used to ensure your
device is compliant with policies to protect
Michigan Medicine data.

Can't Can

N

« View browsing history on this device

- See your personal emails, documents, contacts, or
calendar

- Access your passwords

« View, edit or delete your photos

- See the location of a personal device

Learn more
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9. Tab Continue.

Michigan Medicine

Set up Michigan
Medicine access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

|
(@ Download management profile
@ Install management profile

|

@ Checking device settings

Learn more

Postpone

10. Tab Allow.
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11.Tap Close.
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Continue to Company Portal

Profile Downloaded

Review the profile in the Settings app
if you want to install it. K

Close

12. From the iOS home screen, open Settings.




13. Tap Profile Downloaded.
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Q. Search Q9

If you don’t see Profile Downloaded like in the screenshot to
the left, from Settings:

1. Tap General.
2. Tap VPN & Device Management.
3. Tap Management Profile.
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14. Tap Install.
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15. Tap Install.

Install Profile

Installing this profile will change
settings on your iPhone.

16. Tap Install.

3 @
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Installing the certificate “Microsoft Intune
Root Certification Authority” will add it to
the list of trusted certificates on your
iPhone.

Root Certificate

Mobile Device Management

Installing this profile will allow the
administrator at “https://
i.manage.microsoft.com/
DeviceGatewayProxyfioshandler.ashx” to
remotely manage your iPhone.

The administrator may collect personal
data, add/remove accounts and
restrictions, install, manage, and list apps,
and remotely erase data on your iPhone.




17.Tap Trust.

Remote Management
Do you trust this profile's source to
enroll your iPhone into remuti

management?

18.Tap on the check mark in the top right corner.

Profile Installed

Management Profile
Michigan Medicine

Signed by 10! ileSigning.manage.mic com

Description  Install this profile to get access to your
company apps

Contains  Mobile Device Management

SCEP Device Identity Certificate
2 Certificates

More Details




19. From the iOS home screen, open the Company Portal app, then tap Continue.
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After the download is complete, continue to the
Company Portal app

Download again
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Michigan Medicine

Set up Michigan
Medicine access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information
@ Download management profile
@ Install management profile

@ Checking device settings

Learn more

Postpone
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21.Tap Done.

9:41

W

Michigan Medicine

You're all set!

You should now have access to your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

|
® Download management profile
@ Install management profile

@ Checking device settings

Learn more

22.Tap your home organization.
a. Sparrow: select Sparrow Personal Device.

b. West: select West Personal Device.
07:284
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Michigan Medicine

Choose the best category for
this device

This category helps your IT admin provide
access to company resources for this device.

After setting this category, you must contact
your IT admin to change it.

MM Corporate Device

MM Personal Device
Sparrow Corporate Device
Sparrow Personal Device
West Corporate Device

West Personal Device

Continue




23. If your device does not have a passcode, or if the passcode does not meet the minimum 6-digit
requirements, you will be prompted to set a new passcode when you return to the home screen.

Tap Change Now and follow the on-screen prompts to set a new passcode. You may delay the
change for up to 1 hour.

Passcode Requirement
You must set an iPhone unlock
passcode within 59 minutes.

Later Change Now

Outlook Setup

Outlook will attempt to install automatically.

1. Tap Install when prompted.

App Installation

Michigan Medicine is about to install
and manage the app “Microsoft
Outlook” from the App Store.

Your Apple Account will not beJ

charged for this app.

came'




2. Tap Add Account
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Welcome to Outlook

Bring all your emails, contacts, files and
calendars together.

v

Add Account

[ Create New Account J

S ———————————————————

3. Your account should automatically populate. Tap Add Account to continue.
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4. Enteryour password, then tap Sign In.
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£ Not Microsoft 365 (7)

MICHIGAN MEDICINE

firstlast@uofmhealth.org
Enter password

Because you're accessing sensitive info, you need
to verify your password.

Password <=

Forgot my password *

By your use of these resources, you agree
to abide by "Responsible Use of Information
Resources” (spg.umich.edufpolicy/601.07),
in addition to all relevant state and federal
laws. Only store and work with sensitive
university data as permitted
(safecomputing.umich.edu/dataguide).

Terms of use  Privacy & cockies

O ————————————————

5. Tap Continue.
a. You will receive an Authenticator prompt. Complete the prompt to continue.
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< Not Microsoft 365 (7)

MICHIGAN MEDICINE

&« unigname@med.umich.edu

Verification Required

You will be redirected to Cisco Duo EAM to verify

your identity *

By your use of these resources, you agree
to abide by "Responsible Use of Information
Resources" (spg.umich.edufpolicy/601.07),
in addition to all relevant state and federal
laws. Only store and work with sensitive
university data as permitted
(safecomputing.umich.edu/dataguide).

Terms of use  Privacy & cookies
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6. You may add another email account at this time. Tap Maybe Later to proceed to your inbox.
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Add Another Account

Would you like to add
another account?

“

7. Ifyou have not yet set an unlock passcode on your device, you will be prompted to set a passcode
during the Outlook setup. A passcode must be set on your device before you may continue.
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8. Tap Turn On.
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Other = Filter

HITS-Operational-Status@me... 8:59PM
Operational Status: A New Event "Azure Re...
The following event for "Enterprise Network
and Communication Services | Datacenter..

o HITS-Operational-Status@me... 2:54PM
Operational Status: The Event "Emergency...
The following event for "Enterprise Network

and Communication Services | Datacenter...

Enable Notifications |

Outlook uses notifications as a way to

make sure your inbox is always up-to-  fe've

date. Disabling them might delay email [z,
delivery.

estt.
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o HITS-Operational-Status@med... 7:39PM

Operational Status: The Event "Emergency...
The following event for "Enterprise Network
and Communication Services | Datacenter...
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9. Tap Allow.
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You can now access Outlook on your phone.
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