Android - Switching to the AMC Company Portal
BYOD Enrollment

Disclaimer: Android devices come from multiple manufacturers, each with their own unique operating
system variant. Certain User Interface elements may appear slightly different on your device; however,
the enrollment process should remain nearly identical.

Do you already have your phone enrolled at West or Sparrow to access M365 resources?

e Yes - Continue on with the Removing Your Current Company Portal Profile topic.
e No - Skip to the Enrolling Your Device in the AMC Company Portal topic.

Removing Your Current Company Portal Profile

Before adding your phone to the AMC Company Portal to access M365 resources, you need to first
remove yourself from the West or Sparrow Company Portal. The instructions on the left are for all phones
except Google Pixel.

General Instructions Google Pixel Instructions
1. Open Settings and navigate Open Passwords, passkeys &
to Accounts and Backup. accounts.
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Tap Manage Accounts.
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On the Work tab, tap Uninstall Work

Profile.
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Tap the Work tab.
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Scroll down and tap Remove work

profile.
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4, Tap Delete. Go to Google Play Store and find
Company Portal and tap Enable.
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Cancel Delete

Your device will unenroll from Intune,
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remove the work profile from your device.
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Tab three dots in top left corner and tap
Reset Work Profile, then tap Restart.

Restart work profile setup?

If you're having trouble with your work
profile and want to start over, tap Restart.
Make sure to remove your existing work

profile first.
CANCEL | RESTART

The work profile has been removed.



Enrolling Your Device in the AMC Company Portal
If you have an older device and run into an issue, see if the solution in Known Issues fixes the problem.

1. Ifyou don’t already have Intune Company Portal installed, scan the QR code with your phone to
download it from the Play Store.

a. Oncethe appisinstalled, openitto begin the enrollment process.
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Tap Sign In to continue.

Company Portal

Get access to company
resources and keep them
secure
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Enter your @uofmhealth.org email or @umhsparrow.org login, then tap Next.
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4. Enteryour password.
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MICHIGAN MEDICINE
¢ firstlast@uofmhealth.org
Enter password
Password <=

Forgot my password *

By your use of these resources, you
agree to abide by "Responsible Use of
Information Resources”
(spg.umich.edu/policy/601.07), in
addition to all relevant state and federal
laws. Only store and work with sensitive
university data as permitted
(safecomputing.umich.edu/dataguide).

Terms of use  Privacy & cookies

5. You may receive an Authenticator prompt. Complete the prompt to continue.



6. Tap Begin to continue.
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Michigan Medicine

Michigan Medicine Access
Setup

Let's set up your device to access your email,
Wi-Fi, and apps for work. You'll also be able to
manage your devices.

o Create work profile

e Activate work profile

e Update device settings
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7. Tap Continue.
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Michigan Medicine cares
about your privacy.

While setting up your device, you will see some
Android system screens requesting permissions to
help your company secure your device.

® Michigan Medicine can never see:
- Call and Web history
* Location
+ Email and text messages
- Contacts
* Passwords
~ Calendar
= Camera roll
* Personal apps

‘ Michigan Medicine may see:
+ Model
* Serial number
- Operating system
- Work apps
* Owner
+ Device name
+ Manufacturer
» Phone number for corporate devices

= Your company can grant permissions to work
applications which may include camera,
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8. Tap Agree to set up your work profile.
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Set up a work profile

One device, two different profiles
Between your work and personal profiles,

every app stays separate. This means that
the IT team can never touch anything thz

you keep personal

Balance your work and life
Pause your work apps when you're done for
the day.

To continue, agree to the
Samsung Knox Privacy Policy.
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9. Tap Next.
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Data in your work profile
is visible to your IT admin

Next




10. Tap Continue.
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Michigan Medicine Access
Setup

Let's set up your device to access your email,
Wi-Fi, and apps for work. You'll also be able to
manage your devices.

o Create work profile

9 Activate work profile

e Update device settings
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11. Tap your home organization, then tab Done.
a. Sparrow: select Sparrow Personal Device.

b. West: select West Personal Device.

M Michigan Medicine

Choose the best category for this
device

This category helps your company support provide access
to company resources for this device. After setting this
category, you must contact your company support to change
it

Categories

(O MM Corporate Device
O MM Personal Device

O Sparrow Corporate Device

|O Sparrow Personal Device |

(O West Corporate Device

| (O West Personal Device |




12.Tap Done, then Got It.
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You're all set!

You should have access to your email, Wi-Fi,
and apps for work within a couple of minutes.

o Create work profile
o Activate work profile

9 Update device settings

DONE
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Your new work setup

Separate apps for work

ﬁ & To ensure privacy, your work
@ and personal apps have been
separated.

Look for the briefcase
When you need to use an app for
work, use the version with a work
ﬁ badge.
B,

Get more apps for work

Find available work apps in the the
work version of the Google Play
Store

Learn more about your new work setup

Note: Your device's app tray will now be separated into Work and Personal categories.




Set Up Outlook

1. Navigate to the Work tab of your device's app tray, then open Outlook to continue.

233 ’ Note: After enrollment, your device may take several minutes to
i 5 check-in and install the default applications shown below. If you do
not yet see Outlook listed in the application tray, please check back
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2. Tap Add Account. Verify your Office 365 account is already selected, then tap Continue.
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Designed to work with your
favorite Samsung devices.
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3. Ifyou have another account you would like to add to your Outlook you may tap Add, otherwise
tap Maybe Later to proceed to your inbox.
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Add another account

Would you like to add another account?
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Known Issues

Legacy Android devices may not have all the Certificates they need (or turned on) to accept policies and
configurations from the Android for Work management profiles. Do the following to check the proper
settings on most Android devices.

On your Android device go to Settings.

Tap Biometrics and Security.

Tap Other Security Settings.

Tap View Security certificates.

Tap Under System.

Scroll down to find The USERTRUST Network.

There should be 2 USERTRUST certificates. Most likely, one of them is in a disabled state. If this is
the case, please enable it and continue with your enrollment.
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